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Environment Setup

What do we need to configure our “lab” to practice?



What Does The Lab Look Like?

2 new pieces of software
that make up the lab

e Docker - A way to
deploy complex
applications with their
dependencies
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e Quotient - The official m"““"““"“““ﬁm!““

scoring engine of
WRCCDC
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https://www.docker.com/
https://github.com/dbaseqp/Quotient
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Setup Instructions

1. Install Docker Desktop (hopefully you've done that)

2. Clone the Lab Repo

a. https://qithub.com/NuclearFizzler/Quotient-Lab



https://github.com/NuclearFizzler/Quotient-Lab

Setup Instructions

3. Open the Lab Repo Directory
4. Rename config/event.conf.example to event.conf

5. Create a file called users.credlist in config/credlists/ and make
a comma-separated list of usernames and passwords.

6. Navigate to the Lab Repo directory in a terminal, then issue:

a. docker-compose up --build --detach



Setup Instructions

7. Log into the Quotient Console on http://localhost

a. Credentials: admin:admin

8. Enable Scoring Engine

a. Admin > Team Configurations > Set team@1 to “Active”

b. Admin > Engine/Scoring Data > "“Resume Engine”


http://localhost

Enter The Practice Server

9. Enter the command prompt on the container

a. docker exec -it practice /bin/bash

10. You should now be in a root prompt!



Basic Linux Navigation

How do we get around the Linux terminal, and
how can we change how it works?



My “Main” Resource:

https://linuxjourney.com/



https://linuxjourney.com/

“Scored” Tasks

1. Create a file called example. txt
2. Create the folder /var/ftp/
3. Fill example.txt with the following sentence:
o This example file teaches me to use a text editor!

4. Move example.txt into /var/ftp



Linux Administration

How do you administer a Linux Server?



Add and Removing Software ... ... ..

Rocky Linux 8 - AppStream
Rocky Linux - AppStream
Rocky Linux - BaseOS
Rocky Linux - Base0S
Rocky Linux - Extras
Rocky Linux - Extras
Dependencies resolved.

Docker Images don’'t come e = e

Upgrading:

. binutils 2.30-119.e18 8.2 baseos
Wlth a 10't firefox < ¢ 115.4.0-1.el8 8 appstream

ir 1d 3 0.9.11-1.el8 8 baseos

alld-filesystem ar .9.11-1.el8 8 baseos

] n :5.8-27. 8. baseos

) . platfo .6.8-51. 8 baseos

. We 11 need to lnstall a python i 2 noarch 9511 =1 8 baseos

python3-libs x86 64 .6.8-51.e 8 baseos

sos noarch 4.6.0-5.el8 baseos

lot Of utllltles 'to make xfsdump x86 64 3.1.8-5.e18 8 baseos

. Synaptic Package Manager
l t WO r k File Edit Package Settings Help
@ £ &

Reload Mark All Upgrades Properties Search
' 11 ff 11 o ’ e

. TO 1 n S t a S t u ) yo u Amateur Radio (universe) (Bl Oad 0.0.23.1-4ubuntu3 Real-time strategy game
Communication B oad-data 0.0.23.1-1 Real-time strategy game |
Communication (multiverse M8 0ad-data-common 0.0.23.1-1 Real-time strategy game
need a packa ge manager Cmmiekaan benveson B ceetal | O el
Cross Platform - Oinstall-core 2.15.1-1 cross-distribution packac
< nt-se (e W Oxffff 0.8-1 Open Free Fiasco Firmwa,
Sections =] 2048-qt 0.1.6-2build1 mathematics based puzz

Status Real-time strategy game of ancient warfare
Origin Get Screenshot Get Changelog

0A.D. (pronounced "zero ey-dee") is a free, open-source, cross-platform
real-time strategy (RTS) game of ancient warfare. In short, itis a

Custom Filters

Search Results historically-based war/economy game that allows players to relive or rewrite
the history of Western civilizations, Focusing on the years between 500 B.C.

and 50N A D The nraierk v amhitiniic invalvina ckare-nfthe-ark 20

Architecture

60688 packages listed, 2056 installed, 0 broken. 0 to install/upgrade, 0 to remove



How Package Managers Work

1) Package Managers retrieve up-to-date information
about packages from sources
(/etc/apt/sources.list)

a) Command: apt update

2) If asked to install something, checks if package
is installed or can be updated

a) Command: apt install (or apt upgrade to update
everything)

b) Command: apt remove to uninstall stuff



How to Add Users

o Creating a home directory, allowing login, etc.
o Have to modify many different config files to work!
e Fortunately, it’'s been automated..

o Install adduser to deal with all those steps

o Add the users!



User Controls

0S User
Configuration
Files

e /etc/shadow
e /etc/passwd
e /etc/group

User Permissions

Numbers / bits
representing the
level of access
users have to
files

chmod (number)
Also there are
more attributes
with lsattr!

User
Authentication
Modules

PAM - Pluggable
Authentication
Modules,
responsible for
authenticating
users and the
rules
associated with
them



“Services”

Service - Some kind of software
running in the background that
your computer needs

o Is “brought up” at specific
times, may talk to other
computers, etc.

e Configured with more files, but
when you install stuff it
should work for you >

e Controlled via “service” or -_—

e SSH




“Scored Tasks”

1) Set up SSH Server

a) Make sure the users are there as well!
2) Set up FTP Server

a) Configure it to look for example.txt
3) “Repair” the Web Server

a) Change the port it works on



