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Things that Help 
PW Crackers

● What practices 
make it easier 
for password 
hashes to be 
broken?

Things that Hurt 
PW Crackers

● What practices 
make it harder 
for password 
hashes to be 
broken?

Cryptography 
Review

● What is a 
password hash, 
and how did we 
get to this 
point?



How do you stop people from reading 
your stuff?
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1. Cryptography Review



How do you stop people from reading 
your stuff?
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● Come up with a system to 
“hide” information from 
people not intended to 
receive it

● Plaintext - the unencrypted 
information

● Ciphertext - the encrypted 
information

● Cipher/Algorithm - The 
algorithm/process used to 
encrypt/decrypt information
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Objectives of Cryptography

1) Hide the original message 
being sent (the main goal)

2) Hide additional information 
about the message that might 
hint towards its contents

a) Think: is there anything 
in the message itself 
that tells me what it 
COULD be saying?

How do you stop people from reading 
your stuff?



The Old Solution (Classical Ciphers)
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Classical Cipher - 
Cryptography conducted mainly 
through pen and paper

● Substitution Cipher - Uses a 
system of replacing each 
letter/character with another 
one

● Transposition Cipher - 
Rearrange the letters in a way 
that hides the original 
message



So Why Do Classic Ciphers Suck?
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Cryptanalysis - Study of a cipher to 
find weaknesses that allow it to be 
decoded by an attacker

● Frequency Analysis - check how often 
letters show up in encrypted text vs 
in plain English

● Known-plaintext Attacks - Use “cribs” 
to figure out what plaintext encrypts 
to a specific ciphertext

● Good for by-hand encryption, but 
defeatable with statistics and 
computers!



Solution: Complex Algorithms!
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● Algorithms no longer 
feasible to do by hand

● Mathematical functions, 
careful analysis to ensure 
these algorithms are 
designed and implemented to 
not leak information!



Hash Functions
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Hashing

● Produces a “fingerprint” for a 
given stream of bits that can’t be 
used to recover those bits!

○ Think of it like cooking; you 
can’t recover the raw 
ingredients from the final 
product!

● Used to “hash” passwords for 
secure storage, check if files are 
corrupted, etc.



Hashing and Passwords
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“Secure” Password Storage

● How do you store a password 
without keeping the actual 
password in memory?

○ Proves authentication: if a 
user’s password hash matches, 
they have the correct 
password!

○ Secures your password 
storage: if your hashes leak, 
not exactly losing the 
password



Guess and Check
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● If it’s not practical to 
“reverse” the hash 
algorithm, then why don’t we 
just guess it?

● It’s how “password cracking 
tools” work:
○ Given an encrypted hash, 

guess the password that 
goes with it



2.
How To Help Password Crackers

What can be done to make password 
hashes less secure?
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Tools: Hash Crackers
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● Software that brute-forces 
hashes until it finds a 
match

● Optimizes hash cracking by 
splitting workload between 
CPUs and GPUs

○ Some unique features 
between programs, but 
functionally similar

● EX: Hashcat, John the 
Ripper



Tools: Rainbow Crackers
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● Software that loads large 
tables of pre-computed 
hashes to try and find a 
match

● Trade memory for 
computation power compared 
to hash crackers

● EX: Ophcrack, RainbowCrack



Anti-Tip #1: Use a Fast Hash Algorithm
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● Some hash algorithms are 
less computationally 
intense than others…

○ EX: MD5, NTLM, SHA

● But what’s the difference 
between “legitimate” 
hashing and “illegitimate” 
hashing?
○ Authentication only does it 

once, cracking does it 
million of times!



Common Hashes and Cracking Speeds
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Anti-Tip #2: Use a Predictable Password
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Probably not your first choice of password

● People tend to use things 
they can actually remember 
to make passwords
○ “password” and other 

variations
○ Easy number patterns 

i.e. “12345,” years, 
dates

○ Actual words

● Instead of guessing every 
possible combination, we 
can narrow it down A LOT



People Are Bad At Making Passwords
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● Instead of guessing every combo, 
why don’t we try lists of common 
passwords and combinations?

● rockyou.txt - The most well 
known password wordlist!
○ 32 MILLION unencrypted 

passwords breached

○ In every Kali installation

○ (Most cyber competition 
challenges will have you use 
this)



People Are Bad At Making Passwords
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Wordlist Sources
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OK, what if rockyou didn’t work?

● MORE Wordlists!
○ Crackstation (15 GB!)

■ https://crackstation.net/crackstation-wordlist-password-cracking-dicti
onary.htm

○ Hashmob (good for wordlists and for sample hashlists!)

■ https://hashmob.net/resources/hashmob

○ Default Password Wordlists!

■ https://www.google.com/search?q=default+password+wordlists

https://crackstation.net/crackstation-wordlist-password-cracking-dictionary.htm
https://crackstation.net/crackstation-wordlist-password-cracking-dictionary.htm
https://hashmob.net/resources/hashmob
https://www.google.com/search?q=default+password+wordlists


Power Up your Wordlists!
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Generate your Own Lists!

● (In CTF-land) Do passwords 
follow a theme? Use tools to 
scrape the web for words you 
can use!

○ EX: CeWL

● (In the real world) Know your 
environment! Words associated 
with the company, local 
sports teams, etc.

Rules Engine

● Nearly every trick to change 
a password to be “more 
secure” has been thought of 
already!

● Feed “rules” into crackers 
to change/combine wordlists 
with modifications!

EX: OneRuleToRuleThemAll (on Github)



Wordlist Only

22

Attack against the 
onlinetrade.ru 
breach (on HashMob) 
just using 
rockyou.txt

13.6% and no others 
found



Wordlist + Rules
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Attack against the 
onlinetrade.ru 
breach (on HashMob) 
using rules + 
rockyou

23.24% recovered 
and still going!
(my computer is 
burning up)



24

Sample Hashcat Usage

Sample dictionary (wordlist only) attack w/ Hashcat

hashcat -m (hash type) -a 0 (hash file) (wordlist) --show

Sample Mask attack (brute-force) using a 6-char PW

hashcat -m (hash type) -a 3 (hash file) ?a?a?a?a?a?a --show



3.
How To Hurt Password Crackers

What can be done to make password 
hashes more secure?
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● Most attackers won’t 
bother to crack your 
password

○ Doesn’t mean you 
shouldn’t try…

● Goal: Don’t be the weak 
link!

Disclaimer
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● Not all hashing algorithms 
created equal!

● Slower algorithms 
exponentially increase the 
power an attacker needs to 
break your hash

Tip #1: Slower Password Algorithms
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OWASP recommendations for password storage



Password Salt

● A random value appended to 
the end of your password 
before it’s hashed

● Not a defense against 
brute-force attacks, but 
prevents the use of 
rainbow tables

Tip #2: Salt your Passwords!

28



Tip #3: General Password Tips
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Best Solution: Password Manager

● A lot of discourse on this 
topic…

○ Not perfect, but it’s good 
considering the tradeoffs

● A number of us officers use 
BitWarden; take that as you will



Tip #3: General Password Tips
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Generating Secure Passwords

● At minimum, don’t use the 
really easy-to-guess 
passwords

● Classic “mangling” rules 
aren’t as cost-effective 
anymore for password 
complexity

● Check if your PW has been 
breached before! 

https://haveibeenpwned.com/

https://haveibeenpwned.com/


Should I use a Passphrase?

● Works, if the dictionary 
words are truly random!

● “To-be-or-not-to-be” is 
actually really guessable…

Tips to Secure Your Passwords
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Long password, but not random enough!



Review
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Things that Help 
PW Crackers
● Weak hash types 

speed up 
cracking, but 
the biggest 
culprit is weak 
password 
practices!

● Doing just the 
“bare minimum” 
for good 
passwords

Cryptography 
Review

● Password hash - 
a one-way 
function that 
forces attackers 
to guess the 
password instead 
of “breaking” 
encryption

Things that Hurt 
PW Crackers

● Using strong 
hash functions 
and salting 
slows down 
crackers!

● Use password 
managers, or a 
long, random 
password



Thanks!

Any questions?
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