
How does email work? 

24 FEB 2025

Is it secure?
PART 1

SMTP, SPF, DKIM, DMARC
an overview of



How does good old fashion mail work?

Zip Codes: https://youtu.be/1K5oDtVAYzk
CGP Grey, The Hidden Pattern in Post Codes

https://youtu.be/1K5oDtVAYzk


Simple Mail Transfer Protocol

● Application Layer Protocol
● Transfers (sends) mail on the internet
● Simple by design
● Takes mail and forwards to mail server

[username]@[address]

● Sends mail to server at [address]
● Internet abstracts middleman
● Final server sorts mail to users [username]



IMAP & POP3

Internet Mail Access Protocol

● Modern email
● Email server retains all copies
● Suited for online clients and multi-access

Post Office Protocol

● Works like real-world mail
● Once retrieved, server’s copy is removed
● Legacy: when servers had storage limits 



What happens if I pretend to be 
someone else?

What happens in the real world if someone pretends to be a different sender? 
What’s the difference between the real world and the internet?



Sender Policy Framework

List of trusted sender IP addresses

● Exists in DNS TXT records
● Verifies (PASS/FAIL) based on list

Problems:

● Email “forwarding”



Sender Rewriting Scheme (“bypassing SPF”)

● “Rewrites” SENDER FROM address
● Retains original path(s)
● SPF is continued to be used for all intermediate paths

SPF still relies on verifying the origin IP address

How do we check and confirm that?

Common SMTP Header Fields:

✰ SENDER (ENVELOPE FROM)
● FROM
● RETURN-PATH 
● RCPT TO
● LIST ID
● Subject/Date/…



DKIM

DomainKeys Identified Mail 

● Signs all outgoing mail
● Records in DNS
● Verifies that the message did originate from the domain
● Helps mitigate SPF spoofing

http://dkim.org/specs/rfc5585.html 

http://dkim.org/specs/rfc5585.html


DKIM con’t



DMARC

Domain-based Message Authentication, Reporting and Conformance

● Extension of SPF & DKIM
● Allows sender & receiver to 

communicate

https://dmarc.org/ 

https://dmarc.org/


DMARC con’t



How it comes together



con’t

UCD Gmail (DavisMail) → UCD Sympa (Mailing list) → UCD Gmail (DavisMail)

"v=DMARC1;p=quarantine;rua=mailto:re+wwzd1n1ouk9@DMARC.postmarkapp.com,mailto:d
marc_agg@valigov.email;rf=afrf;sp=quarantine;fo=1;pct=100;aspf=r"



More examples
UCD Gmail (DavisMail) → UCD Gmail (DavisMail)

UCD o365 (via MS Exchange) → UCD Gmail (DavisMail)



Thank you
Part 2: How to ensure messages are not tampered with in transit?

A look into SMIME (PKI), PGP/GPG, and SSL/TLS in email.

https://daviscybersec.org

https://daviscybersec.org

