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OSINT in Action

What tools are involved 
in OSINT, and how do we 
use them?

How can we use various 
OSINT tools to build 
profiles and gather 
information on targets?

How much of our personal 
information is online, 
and what can we do to 
limit the amount that 
gets there?

Intro to 
Open-Source 
Intelligence

What is Open-Source 
Intelligence (OSINT), 
and what does it look 
like in action?

Preview For The Day

Internet 
Research

How can we use certain 
keywords to improve our 
Google searches?



1.
Intro to Open-Source Intelligence

What is OSINT, and what does it look like?
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Doxxing: How does it Happen?
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What is doxxing?

● Finding and posting someone’s personal 
information (name, address, Social Security 
number, etc.) online, usually to encourage 
negative attention towards them

How does someone find personal information online?



What OSINT Looks Like

5

https://www.tiktok.com
/@notkahnjunior/video/
7229889153595411758

https://www.youtube.co
m/watch?v=1OSrinkgJa0

https://www.tiktok.com/@notkahnjunior/video/7229889153595411758
https://www.tiktok.com/@notkahnjunior/video/7229889153595411758
https://www.tiktok.com/@notkahnjunior/video/7229889153595411758
https://www.youtube.com/watch?v=1OSrinkgJa0
https://www.youtube.com/watch?v=1OSrinkgJa0
http://www.youtube.com/watch?v=1OSrinkgJa0


So What Is OSINT?
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Open-Source Intelligence 
(OSINT)

1) The gathering of 
information from open / 
publicly available sources

2) Using this open information 
to make inferences and gain 
insights/gather 
intelligence



OSINT in Cyber
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OSINT Is Reconnaissance

● How much information does a 
company put online?

● What can you determine from 
it?
○ People & contact info: 

potential targets!
○ What software do they use?
○ Do they badge and have 

security?
○ The list goes on…



OSINT in Cyber
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Could you find enough info to sneak in?



OSINT Beyond Cyber
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OSINT Investigations

Investigators use OSINT to 
dig deeper into what’s 
going on

● Track people/things
● Analyze global conflict
● Investigate criminals

The list goes on and on!



2.
Internet Research
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How do I unlock the power of my browser?



Web Crawling Around The Net

11

How does Google “find a website?”

● Crawling hyperlinks with a web 
crawler

○ Go to a page, record all the 
links, go to a link and repeat 
the process

● You can tell Google to not 
index certain sites, but it 
doesn’t mean it’s invisible



Google Sucks Sometimes
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Did you ever look something up but 
Google thought it was something 
else?

How did you solve it?

● Add more relevant search terms?

What if you’re looking for something 
REALLY REALLY specific?



Google Operators: Pro Searching
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How To Tell Google To Look At Specific Things:

● site: - Tells Google to only look search in that website

○ site:stackoverflow.com segmentation fault - Searches for segfault related 
pages on Stack Overflow

● “” - Forces Google to find an exact match for that word in your 
results

○ “To be, or not to be” - Searches for pages that has that exact phrase in it 
(AKA the text of Hamlet)

MORE: https://ahrefs.com/blog/google-advanced-search-operators/

https://ahrefs.com/blog/google-advanced-search-operators/


The Thing I Want is Gone!

14

Oops, the thing I want is too 
old and it’s disappeared from 
the Internet!

Try the WayBack machine.
Not on the Internet anymore, 
but I can find it on Wayback!



3.
OSINT in Action
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What tools can I use to gather open 
information, and what can it tell me?



Too Much Info Online!
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Data Brokers - Companies that 
collect available information 
on people to build profiles 
about them

● Request “publicly 
available” personal data on 
people

● Use web trackers like 
cookies to keep track of 
your habits, leanings, etc.



Too Much Info Online!
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Good Info Segment

18https://www.youtube.com/watch?v=wqn3gR1WTcA 

Easter egg:
If you’re reading 
this, you can 
send an email to 
us saying you 
found this and 
that Ethan loves 
Last Week Tonight 
with John Oliver.

http://www.youtube.com/watch?v=wqn3gR1WTcA
https://www.youtube.com/watch?v=wqn3gR1WTcA


Evidence and Techniques

Social Media

● Check posts 
for any other 
types of 
“evidence” 
that reveal 
information
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Photos

● Check the EXIF 
metadata to 
see if any was 
left behind

● Reverse image 
search to see 
if you can 
find any clues 
as to what it 
is

Websites

● View the WHOIS 
registration 
data to see 
who owns it

● Use the 
Wayback 
Machine to 
check archived 
versions of 
the site



Usernames

● See if any 
other accounts 
with the same 
username have 
more info

Evidence and Techniques
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Anything!

● What can you 
infer from 
details people 
leak about 
their life?

Email Addresses

● Plug them into 
tools to see 
if more 
accounts pop 
up!



How to Defend Yourself From OSINT?
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● STOP POSTING EVERYTHING ON SOCIAL MEDIA!!!

○ Stuff put on the Internet STAYS there. Be 
mindful of what you put out there

○ You don’t know who could be watching. Act like 
someone is



How to Defend Yourself From OSINT?
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● Don’t link your online identity to your real one!

○ Avoid mixing your name and your online name 
together!

● Private any accounts you use and ONLY allow people 
you know to see them!



OSINT Demos
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https://cryptokait.com/workshops/national-cyber-leagu
e-coaching-guide-v-2-1/ncl-coaching-guide-resources-b
y-category/open-source-intel/metadata/

https://gralhix.com/list-of-osint-exercises/

https://sector035.nl/quiz/beginners/

https://cryptokait.com/workshops/national-cyber-league-coaching-guide-v-2-1/ncl-coaching-guide-resources-by-category/open-source-intel/metadata/
https://cryptokait.com/workshops/national-cyber-league-coaching-guide-v-2-1/ncl-coaching-guide-resources-by-category/open-source-intel/metadata/
https://cryptokait.com/workshops/national-cyber-league-coaching-guide-v-2-1/ncl-coaching-guide-resources-by-category/open-source-intel/metadata/
https://gralhix.com/list-of-osint-exercises/
https://sector035.nl/quiz/beginners/


Internet 
Research

How to improve 
searches?

Keywords, 
Wayback, etc.

Review
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Intro to 
Open-Source 
Intelligence

OSINT:

Using publicly 
available 
information to 
gain new insights

OSINT in Action

There’s a scary amount 
of information out 
there.

It’s up to you to 
connect the dots.



Thanks!

Any questions?
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