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1. Intro to Cryptography

a. What is cryptography, and how does it protect information?

2. Classical and Modern Cryptography

a. How did cryptography evolve from pen-and-paper to computer 
algorithms?

3. Attacking Modern Cryptography

a. How is information secured today, and how can we break it?

Outline

2



How do you stop people from reading 
your stuff?

3

1. Cryptography



How do you stop people from reading 
your stuff?
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● Come up with a system to 
“hide” information from 
people not intended to 
receive it

● Plaintext - the unencrypted 
information

● Ciphertext - the encrypted 
information

● Cipher/Algorithm - The 
algorithm/process used to 
encrypt/decrypt information
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Objectives of Cryptography

1) Hide the original message 
being sent (the main goal)

2) Hide additional information 
about the message that might 
hint towards its contents
a) Think: is there anything 

in the message itself 
that tells me what it 
COULD be saying?

How do you stop people from reading 
your stuff?



The Old Solution (Classical Ciphers)
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Classical Cipher - 
Cryptography conducted mainly 
through pen and paper

● Substitution Cipher - Uses a 
system of replacing each 
letter/character with another 
one

● Transposition Cipher - 
Rearrange the letters in a way 
that hides the original 
message



Classical Shift Ciphers
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● Caesar Cipher: Easiest and most 
well-known substitution cipher
○ “Rotate” the letters by a 

certain amount to encrypt 
and decrypt

● ROT13 - a “symmetric” shift of 
the letters 13 places

https://gchq.github.io/CyberChef/

https://gchq.github.io/CyberChef/


Classical Shift Ciphers
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● Vigenere Cipher: What if we shifted 
each character by a different amount?
○ Given a “key,” shift each letter 

by the corresponding number value 
on the key

● One-Time Pad: A “perfectly secret” 
cipher that uses a perfectly random key

https://gchq.github.io/CyberChef/

https://gchq.github.io/CyberChef/


So Why Do Classic Ciphers Suck?
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Cryptanalysis - Study of a cipher to 
find weaknesses that allow it to be 
decoded by an attacker

● Frequency Analysis - check how often 
letters show up in encrypted text vs 
in plain English

● Known-plaintext Attacks - Use “cribs” 
to figure out what plaintext encrypts 
to a specific ciphertext

● Good for by-hand encryption, but 
defeatable with statistics and 
computers!



2. Modern Cryptography
What can be done to improve on classical 

ciphers?
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How do you represent numbers and 
letters inside a computer?

● Binary/Base 2

OK, so you can make numbers. How do 
you make letters then?

Step 1: Encoding for Computers
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Side Note:

● The smallest “chunk” of memory that 
a computer can ask for is 1 byte (8 
binary bits, 1 character)

● It becomes useful to represent 
binary numbers with another power 
of 2
○ 2 Hex digits conveniently 

represent 1 byte AND use less 
digits

Step 1: Encoding for Computers

12



Answer: Convert numbers to letters

● Encoding standards set what 
computer “numbers” represent 
which characters
○ ASCII - The classic, but 

only has 127 characters
○ UTF-8 - Supports all 

characters, the standard 
for displaying text

Step 1: Encoding for Computers
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Exercise: What characters are being 
encoded in Hex?

Use CyberChef.

https://zh.wikipedia.org/wiki/%E5%8
E%9F%E7%A5%9E

Step 1: Encoding for Computers
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YW1vbmd1c3N1c21vcmJpdXNzdXM=

● Looks like a code, but in 
fact it’s another type of 
encoding!

● Base64!



Step 2: Convert the Bits
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Symmetric

● The same key is used to 
encrypt and decrypt the 
plaintext.
○ Simple XOR cipher, RC4, 

AES



Asymmetric aka Public-Key Cryptography

● Uses different keys for 
encryption/decryption

● Relies on mathematical difficulties 
(EX: Factor of 2 primes) to make it 
hard for computers to crack it

● Used in combination with symmetric 
in order to achieve efficient 
security
○ Asymmetric used to share keys 

used in symmetric

Step 2: Convert the Bits
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Step 2.5: Hash Functions

17

One-Way Function

● Easy to do an operation one way, 
but “hard” to do it the other way

● Can we use those functions to do 
OTHER things?

Hashing

● Produces a “fingerprint” for a 
given stream of bits that can’t be 
used to recover those bits!

● Used to “hash” passwords for secure 
storage, check if files are 
corrupted, etc.



3.
Attacking Modern Cryptography

How can we attack hashes if we can’t 
reverse them?
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Guess and Check
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● If it’s not practical to 
“reverse” the hash 
algorithm, then why don’t we 
just guess it?

● It’s how “password cracking 
tools” work:
○ Given an encrypted hash, 

guess the password that 
goes with it



People Are Bad At Making Passwords
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Probably not your first choice of password

● People tend to use things 
they can actually remember 
to make passwords
○ “password” and other 

variations
○ Easy number patterns 

i.e. “12345”
○ The current year
○ Actual words

● Instead of guessing every 
possible combination, we 
can narrow it down A LOT



People Are Bad At Making Passwords
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● Instead of guessing every combo, 
why don’t we try lists of common 
passwords and combinations?

● rockyou.txt - The most well 
known password wordlist!
○ 32 MILLION unencrypted 

passwords breached
○ In every Kali installation
○ (Most cyber competition 

challenges will have you use 
this)



People Are Bad At Making Passwords
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Useful Resources:

● https://hashcat.net/wiki/doku
.php?id=hashcat
○ Hashcat Manual

● Googling “How to do x in 
hashcat”

Hashcat Demo
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● Try and crack 
sample_hashes.txt

● (IF TIME) NTLM Hash demo 
(ntlm_sample.txt)

https://hashcat.net/wiki/doku.php?id=hashcat
https://hashcat.net/wiki/doku.php?id=hashcat


NTLM - The Windows Hash Format
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Administrator:500:CEEB0FA9F240C200417EAF40CFAC29C3:D280553F0
103F2E643406517296E7582:::

Fields

1) Username
2) SID
3) LM Hash
4) NTLM Hash
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Command

sample_hashes.txt

hashcat -m (hash type) -a 0 (hash file) (wordlist) --show

ntlm_sample.txt

john --format=NT --rules -w=(wordlist) (hash file)



Hashcat Demo

26

OK, what if someone is using a password that isn’t on the list?

● MORE Wordlists!
○ Crackstation (15 GB!)

■ https://crackstation.net/crackstation-wordlist-password-cracking-dicti
onary.htm

○ Default Password Wordlists!
■ https://www.google.com/search?q=default+password+wordlists

● The possibilities (and required computing power) is ENDLESS!

https://crackstation.net/crackstation-wordlist-password-cracking-dictionary.htm
https://crackstation.net/crackstation-wordlist-password-cracking-dictionary.htm
https://www.google.com/search?q=default+password+wordlists


1) Don’t use anything that can be 
easily guessed!
a) “password,” “qwerty,” and all 

its variations
b) Your name, birthday, etc.
c) If you’re tired of changing 

stuff, use a password manager

2) Longer is better! The process of 
“breaking” passwords is literally 
to guess every possible 
combination
a) “Special Characters” create 

extra work for the hacker!

Tips to Secure Your Passwords
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Cracking Hashes

Involves a process of 
guessing and checking 
possible passwords 
against a password hash.

People are bad at making 
passwords, so it’s a bit 
easier than “checking 
every single 
possibility.”

Cryptography

The study of hiding 
information from people 
who shouldn’t read it.

Classical ciphers use 
pen and paper to hide 
data, but no longer 
work.

Modern 
Cryptography
Converts information to 
bits and bytes, and 
operates on those bits. 

Modern encryption 
methods use mathematics 
and complex operations 
enabled by computers to 
hide data WHILE 
preventing the 
ciphertext from 
revealing clues about 
the plaintext.

Review
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Thanks!

Any questions?
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