
Using the 
Command Line



How to be a pro hacker.

Hackerman!

https://www.youtube.com/watch?v=KEkrWRHCDQU


Introduction

The command line interface is one of the earliest 
forms of interacting with a computer.

- Low Graphical Requirements
- Efficiency
- Deeper Control



Requirements

For this computer, you will need 
some form of Linux installed. Debian 
preferred.

- VirtualBox + Kali - View our 
older tutorial.

- Windows Subsystem for Linux - 
Kali, Ubuntu, etc.

- Dual boot, if you dare.

Debian Logo - CC BY-SA 3.0 - Software in the Public Interest, Inc

https://daviscybersec.org/slides/2021.10.06_Kali_Workshop.pdf
https://www.debian.org/logos/index.en.html


What’s an OS?

Warning: Oversimplifications

- Runs on top of your hardware
- Software runs on top of it
- Take ECS 150

Big Linux family tree.

GNU/Linux?

https://distrowatch.com/images/other/distro-family-tree.png


And now: Powershell

Just kidding.



Prompt

ashley@orchid:~$



Hello, world!

echo hello world
echo “hello world”

What is the difference between these two? Nothing, for now.



Hello, world!

Let’s learn more about “echo”

man echo



Navigating the file system.

ls

Nothing there?

touch meow.txt

ls



Introducing Flags

man ls

ls -la



Let’s navigate!

mkdir myFolder

cd myFolder

Look, the prompt changed! (Probably.)



Theory of Relativity

Just kidding…

Spacetime curvature schematic - Mysid - CC BY-SA 3.0

https://commons.wikimedia.org/wiki/File:Spacetime_lattice_analogy.svg


Relativity

ls

ls .

ls ..

Absolute

ls /

Where are we?

pwd



Relevant XKCD

Sandwich - XKCD - CC BY-NC 2.5 

https://xkcd.com/149/


Sudo

Some commands need root permission.

whoami

sudo whoami



Bash Stuff

Write to file

echo “I am a cat” > ../meow.txt 

Redirect Output

cat ../meow.txt | wc



Getting more programs

Update & Upgrade

sudo apt update && sudo apt upgrade -y

sudo apt install hollywood



Now, you’re a hacker*


